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Iran Cloud Computing
Development Strategic Plan

Row Strategies

Actions

Custodian

Partner

Timing

Cultural, educational and research development

Public awareness about the
benefits of developing cloud
computing applicationsin the
country

Information
Technology

Organization of Iran

Organization

AllOrganisations

(days)

continuously

Developingresearch
interactions with research
centers and universities
around the world and
participatingininternational
eventsinthefield of cloud
computing

Ministry of Science

Information and
Communication
Research Center

continuously

Ministry of
Supporting the acquisition Information and
and localization of passive Communications Presidential
infrastructure technologies Technology ScientificVice | continuously
of cloud data centersin the (Deputy of President
country Technology and
Innovation)
Ministry of
. . Information and
Supporting the acquisition L . .
. . Communications Presidential
and localization of processing, g e .
Technology ScientificVice | continuously
memory and storage .
o (Deputy of President
technologiesin the country
Technology and
Innovation)
Supporting the acquisition
ol .g. g Ministry of . .
and localization of software . Presidential
Information and .o .
and resource management L ScientificVice | continuously
Communications .
frameworks and cloud President

services
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Cultural, educational and research development

Public awareness about the
benefits of developing cloud
computingapplicationsin the
country

Information
Technology

Organization of Iran

AllOrganisations

continuously

Creating specialized culture
atthelevel of organizations
about the benefits of cloud
computinginordertoincrease
productivity and reduce
governmentinvestmentsin
the purchase of traditional
.equipmentand services

Ministry of
Information and
Communications

Technology

Allorganizations

continuously

Compilation of official titles
and implementation of

Information and

university specialized training | Ministry of Science | Communication 120
courses in thefield of cloud Research Center
computing
Compiling thetitleand holding
skl!ltralnmg program5|.n Professional Information and
thefield of cloud computing . N
technical Communication 120

toincrease the scientific
and specialized level of the
country’s humanresources

organization

Research Center

Developingresearch and
promotinginnovationin
the field of cloud computing
through research institutes,
innovation centers, growth
centers and technology parks

Information and
Communication
Research Center

Ministry
of science
Information and
Communication
Technology Park

continuously
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Row Strategies

Legal and security development

c . Partner
Actions Custodian R
Organization
. Information
Formulatingand
L . Technology
communicating security and . -
. . Passive defense Organization of
data privacy requirements . 120
and securingthemin cloud organization Iran/
. Presidential AFTA
services
Center
Compilationand
implementation of organizing Information Information and
andregulation plan Technology Communication 180
(identificationandranking)in | Organizationofiran | Research Center
thefield of cloud
C ilati d
~ ~ompiiationan Ministry of
implementation of the . .
National Centerof | Informationand
excellence planand . .. 120
.. Virtual Space Communications
supervision of cloud
. Technology
developmentin the country
Compilationand . Information
. . Information
communication of service Technology
. . Technology - 120
developmentrequirementsin . . Organization of
. . Executive Council
the field of cloud computing Iran
. . Ministry of
Approving the principles .
pp' sthep p. . Supreme Councilof | Informationand
governing cloud computingin L 120
Cyberspace Communications
the country
Technology
S . Information
Compilation and approval of Information
. . Technology
the requirementsforsetting Technology - 120
. . Organization of
up the super government Executive Council Iran
Developingand approvin Information
. .p 2 pp' £ Communications
indicators and rating Technology
. Regulatory . 120
standards for cloud computing .. Organization of
. Commission
services Iran
Compilation and approval of Ministry of
passive defense requirements Passive defense Information and 120

forthe development of cloud
computinginthe country

organization

Communications
Technology
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National
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(days)

N
Development of infrastructure and platforms, tools and services

Supporting the attraction of
foreigninvestmentin the field
of cloud computing

Organization of
investmentand
economic assistance

Ministry of
Information and
Communications

Technology

continuously

Supporting the export of cloud
computing products and

Ministry of Industry,
Mineand Trade

Ministry of
Information and
Communications

continuously

services
Technology
Developingat least three data .
. . Information
center polesinthree provinces ..
Telecommunication Technology

and creating aninternational

. . . Infrastructure Organization 720
point of presencein the special .
. Company of Iran/Private
area of communication and
. . Sector
information technology
Supporting the development . Telecommunication
. . Information .
of publicand dedicated data Infrastructure continuously
Technology

centers to meet the country’s
cloud computing needs

Organization of Iran

Company/ Private
sector

Supporting the development
of cloud computing
infrastructure and platforms

Information
Technology
Organization of Iran

Vice President of
Technology and
Innovation

continuously

Approving guidelines for
the developmentand

Communications

Communication

improvement of cloud Regulatory . 120
. - . license holders
computing communication Commission
infrastructure
Setting up and developing Information Information and
cloud computing assessment Technology Communication 180

labs

Organization of Iran

Research Center
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Section 2: Executive actions

Row Strategies

Actions

Custodian

Partner

=t
Business ecosystem development

Identifying the type and
volume of the need for

Organization

cloud servicesin the countr Information
L . Technology AllOrganizations 90
(prioritizing the areas of .
. . Organizationofran
government, basic services,
(education and health
Developmentofaplanto
supportand market cloud Information
. . S Supreme Regulatory
services (with priorityin the . Technology
. Commission o 120
areas of government, basic Organization of
services, education and Iran
(health
Developingregulations to
increase the participation
. 2 2 Ministry of
of the private sector, banks .
. . Supreme Regulatory | Information and
and investment fundsin the e . 120
. . . Commission Communications
activity and/orinvestmentin
. . Technology
the field of cloud computing
development
Financial supportfor private
businesses, especially for
smalland medium-sized . . Ministry of
L Presidential .
enterprisesinorderto create e g e Information and .
Scientific Vice . continuously
employment, aswellasthe . Communications
. President
formation of startups and Technology
strengtheningtheirroleinthe
.cloud computingvalue chain
. . . Ministry of
Developing and/or re- Presidential 'y
. . . C e Information and
engineering business models Scientific Vice L 120
. . . . Communications
inthefield of cloud computing President
Technology
Supporting the creation and -
PP & . Ministry of . .
development of competitive, . Presidential
. Information and . g e .
transparentandreliable L ScientificVice | continuously
. . Communications .
marketsin thefield of cloud President
. Technology
computing
Creation and development of Information Information and
cloud computing consulting Technology Communication 180

clinics

Organization of Iran

Research Center
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period after the establishment of the super government, should be formulated and implemented by the

organization.

4-43. Requirements and guidelines for reviewing the services provided by current contractors in the field
of security and infrastructure, with the aim of solving the concern of reducing their job opportunities after
the migration of executive bodies to the super government, should be developed and implemented by the

organization.

4-44, The training and empowerment courses for the current expert human resources, who are currently
responsible for managing and maintaining the data centers of the devices, should be developed and
implemented to play an effective role after the establishment and exploitation of the government Cloud by

the organization.

4-45, The requirements and guidelines for building culture, building trust and regulating regulations with

the aim of reducing the resistance of executive bodies in migrating their data to the government Cloud

should be formulated and implemented by the organization.
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4-31. Theorganization is obliged to bring the violations, crimes and required guarantees at different levels

to the approval of the National Cyberspace Center Security Commission within two months.

4-32, Design the cloud organization of the government in the form of a dedicated cloud that is created by
the government (with the participation of the qualified private sector) to provide all kinds of electronic and
digital services of the government to the people and government and private institutions in an integrated
way so that the government can use One of its capabilities is to be able to provide needed and necessary

public services to its customers in a favorable way.

4-33. The government cloud should be designed as an all-encompassing cloud at the national level to
provide government services that has the ability to provide services related to information technology from

various government departments to the general public, businesses and executive bodies.

4-34, The existing platform of the data centers of the executive bodies and the private sector, which have
the necessary conditions to consolidate the resources of the cloud infrastructure, should be considered in
the cloud plan of the government.

4-35. The requirements and guidelines for migrating to the cloud of the government are prepared by
the Information Technology Organization before the transfer of services to the cloud, and should be

implemented by the executive bodies within a maximum period of 6 months.

4-36. The creation and maintenance of the government cloud should be independent from the private
cloud.

4-37. The maintenance and support of the government cloud should be done by the private sector with
specialized manpower and approved by the Ministry of Communications in compliance with the desired
security guidelines.

4-38. The investment share of the public and private sector should be such that a maximum of 40% of the
investment is implemented by the government and the rest by the private sector in accordance with the

regulations and instructions compiled by the Information Technology Organization.

4-39. Allnew government infrastructures, platforms and software should be designed and implemented in

such away thatthey have the ability to run on the cloud.

4-40. Inaccordance withthe preparation of the government Cloud, the budgets related to the construction,
development and maintenance of data centers and the provision of information technology services by all
executive bodies of the country are limited and gradually cut off, and all executive bodies are obliged to

receive their requirements from the government Cloud.

4-41. Determining the type of access and the service portfolio of different people and organizations to

ensure the security of the government Cloud should be clearly determined and announced.

4-42, Requirements and guidelines for the effective use of resource capacity, infrastructure, data centers,

aswell as specialized and qualified human resources of executive bodies and the private sector for the time
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silver and bronze symbols from a security point of view, and this certificate serves as a license to create

and operate the services of the centers. The data is considered in the national information network.

4-21. Cloud data center service providers are required to receive a ranking certificate by determining the

relevant level of the organization.

4-22.Theorganizationisobliged to determine the standards, criteriaandrating levels of cloud data centers

inaccordancewith publicand governmentservices within sixmonths from the date of thisresolution.

4-23. Theorganizationisobliged toinform and update thelist of accredited centers with the competence to
assess the compliance of the information security management system (ISMS) and information technology
service management (ITSM) in addition to the other areas listed in the above-mentioned paragraph on the
relevant portal. Also, the holder of the rating certificate is required to specify the presence or absence of the
said certificatein his SLA contract with the customer, and the center providing the certificate and its validity

period must be clearly specified.

4-24, Non-physical or hybrid service providers that aggregate the cloud services of operators, such as
content distribution network (CDN) service providers and other service retailers, are included in the

provisions of this resolution.

4-25. The organization must take an arrangement to issue a temporary license with specific validity for
data centers that have not succeeded in obtaining the minimum conditions to receive the lowest rating
untilthe time of modification (maximum 18 months) of the new data centerin the location and design phase

(maximum 30 months) and Data centers in use until their rating (maximum 8 months).

4-26. The rating and evaluation of cloud data center compliance by the organization should be based on
the stages of the data center life cycle consisting of eight stages of location, design, construction, launch,

operation, optimization, modernization, migration and retirement.

4-27. An audit for data centers in use, according to the self-declaration and declaration of the applicant,
with one oracombination of the announced standards of the Information Technology Organization of Iran,
for applicants to establish and launch a new data center, according to the selection and determination of
only one of the announced standards of the said organization.

4-28.Intheformofclouddatacenterservicegrantingcertificate, extractingencrypted processing products
of cryptocurrencies (Mining)isnotallowed.

4-29. The organization is obliged to create a specialized portal related to informing the specifications of
certified data centers, as well as informing related laws and regulations, and also to submit continuous

reports every six months of the provisions of this resolution to the National Cyberspace Center.

4-30. The organization will be responsible for monitoring the obligations of the rating certificate holders

and the continuation of the achieved conditions, and the monitoring of the implementation will be done

online.
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certificate of competence from the organization.

4-14. Serviceprovidersmustcomplywiththearrangementsannounced bythe CommunicationsRegulatory
Commission regarding compliance with the principles of transparency, data protection, privacy and data
security.

4-15. National data and information and vital and important data of executive bodies are stored and
processed in the government cloud.

4-16. Providing services in critical matters is allowed only if the software and hardware approved by the
AFTA Strategic Management Center are used and data storage and information processing are done only in

internal data centers.

4-17. Service security is classified based on the security requirements of the organization in the contracts

between the operator and the user

4-18. Providers of infrastructure and cloud services must act based on the commission's approvals to
provide any technology services, and these approvals must specify the framework of the service provider-

customer contract and how to compensate for damages caused by non-implementation.

4-19. Providers of infrastructure and cloud services must comply with the audit process, audit reference

standards, rating system, how to protect data centers and data centers notified by the commission.

4-20. The organization is obliged to create a rating and evaluation system for cloud services with the
following principles:

4-20-1. The organization is obliged to establish certifying bodies based on the approvals of the
commission within six months from the approval of this document, according to the level and criteria

specified by the commission.

4-20-2. The formation of certifying bodies in the security management and passive defense sector,
law enforcement requirements and control requirements must be based on the process approved
by a committee consisting of representatives of the Ministry of Communications and Information
Technology and the Strategic Management Center of the Presidential Institution, the Passive Defense

Organization and the police force.

4-20-3. The cost related to the conformity assessment to be paid by the applicant for the rating
certificate must be based on a tariff approved by the organization.

4-20-4. After completing the security attachment by the applicant, the organization is obliged to
include the result of the compliance assessment in the rating certificate after the approval of the
Presidential AFTA Strategic Management Center.

4-20-5. In the issued rating certificate, the level of the data center must be determined from number 1

(the lowest level) to number 4 (the highest level) from a technical point of view and the separation of gold,
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4-2, Theinternal communication service with external networks is provided only through the "safe border
areas" of the national information network, which have specific ports for connecting to the outside and
connectingtotheinside; Thesetrustedareasareanetworkofelementsthatcanbecreatedinacentralized or
distributed manner as needed and have specificand limited ports to the international virtual space and the
spaceofinternalinteractions. Inthis way, these areas are one of the mechanismsthat provide the possibility

of applying different and diverse policies according to the internal or external nature of the interactions;

4-3. All the necessary infrastructure and service requirements in the network should be provided, so that

thereis no need for the traffic to leave the country;

4-4, By using the functions and technical services of the National Information Network, it is possible to
define, create, maintain and develop different dedicated sub-networks, which under supervision, can have
dedicated policies, services and security mechanisms (while complying with the definition framework,

requirements and principles of the network, to especially guaranteeing the necessary security levels);

4-5, Creating at least three data center poles with public and private participation in three provinces
and developing cloud services in it and creating an international point of presence in the special area of
communication and information technology in compliance with defense and security principles centered
on the Ministry of Communication and Information Technology

4-6. The formation of at least three domestic cloud service providers with the regulation of the
Communications Regulation and Supervision Commission of the Information Technology Organization of
Iran with the ability to provide infrastructure, storage, processing and platform needs for all domestic basic

services and gain an eighty percent market share of the country's total cloud service needs

4-7. To connect and create a cloud network in data centers related to cloud services for critical, sensitive
and important matters, that data center must use direct connection networks or networks created on the

national infrastructure network.

4-8. To connect and create a cloud network in data centers related to the provision of public services, the

data center can use Internet platforms with appropriate security levels for the cloud and its data.

4-9. The service provider should only use servers and storage systems in data centers inside to provide

services for vital, sensitive and important affairs of the country.

4-10. To provide normal services, the cloud service provider cannot store a copy of the user's data and

content in data centers abroad without the user's permission.

4-11. The service provider can use internet platforms to connect and create a cloud network in the data

centers related to the provision of public services by observing appropriate security levels.

4-12, Data resulting from vital and important matters should be stored, processed and calculated only

based on the instructions proposed by the Executive Council.

4-13. Normal data should only be stored, processed and computed in data centers with classification and
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1-19. Organization:

Information Technology Organization of Iran

1-20. Executive Council:

Information Technology Executive Council

1-21. Commission:

Communications Regulatory Commission

Section 2: Vision

Thedevelopmentofasecureandintegratedcloud computingenvironmentinlinewiththefullestablishment
of the nationalinformation network with internationally competitive quality for the services of the national

informationnetwork

Section 3: Policies

3-1.Reducinginvestmentbythegovernmentbydevelopingthecloud computingecosystemandpurchasing
all kinds of services on cloud platforms and reducing barriers for businesses to enter the cloud market and

creating a growth environment forthem on the cloud computing platform.

3-2. Creatingareliable legal platform through drafting and approving laws and regulations regarding data

protection, privacy and data security

3-3. Education and promotion of government and non-government sectors to accept cloud infrastructure

as a transparent and efficient solution in information technology infrastructure.

3-4, Evaluating the qualification and quality of data center parks, data centers, content delivery networks
and protecting the information assets of the user organizations through ranking and issuing qualification

level certificates.

Section 4: Requirements

4-1. Protection of data (Static, stored and in transit), services and sensitive equipment in the context
of infrastructure, services and content through the implementation of systems (including institutions,
principles, guidelines, repositories, certificates and standards) ID management, data confidentiality,
classifing the activity environment and access management and protection of users' privacy, public rights

and responsible freedom through organizing virtual private networks, publishing security warnings,

encryption systems and security certificates based on the guidelines of the National Center for Cyberspace.
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1-9. Public Cloud:
It is a model of cloud service deployment where the cloud services provided are available to all users

and its control and management is the responsibility of the service provider.

1-10. Private cloud:
Itis a model of deploying cloud services in which the service is provided only to a certain operator and
the operator is responsible for its control and management.

1-11. Community Cloud:
Itis a model of cloud service deployment where services are provided to a group of homogeneous and
coordinated users, and its control and management is in the hands of at least one of the users, and its

support is provided exclusively.

1-12. Hybrid Cloud:
A model of cloud service deployment that includes a combination of public, private or community
clouds.

1-13. Government Cloud:
Cloud association orcombinationcreated by Iran'sInformation Technology Organization and provided
to executive bodies as a platform for providing national services. This cloud includes all operating

organizations and departments.
Note: The Government Cloud does notinclude military Clouds.

1-14. Cloud services market:
Itisavirtual market consisting of providers and demanders of different cloud services, whose financial
circulation represents the size of the market.

1-15. Executive body:
all bodies subject to Section 29 of the Law on the Sixth National Development Plan, Section 1 of the
Law on Standing Orders of National Development Programs, Section 5 of the Law on Civil Service

Management and Section 5 of the Law on Public Accounts of the Country

1-16. Critical and sensitive services:
services in the cloud computing environment that have a confidential level (at least in one of the
infrastructures, systems or data) and unauthorized access to these services or their disclosure leads to

serious and irreparable damage to national interests.

1-17. Important service:

Itisaservicethat,if violated, causes damage to economic, social and cultural assets and activities.

1-18. Normal affairs services:

Any service that does notfitinto any of the categories of vital and important affairs
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Section 1: Definitions

2-1. Cloud computing:
Cloud computing is a model for providing services based on user demand through a network to a set
of configurable and changeable computing resources (such as: networks, servers, storage space,
applications and services) that this access can be managed with minimal management. Resources or
the need for direct intervention of the service provider should be quickly provided and available. This
model consists of the following main components, service models and deployment models.

2-2. Service provider:

Entity or person that provides cloud services.

2-3.User:
Refers to a person or an organization that establishes a business relationship with cloud service

providers and uses their services.

1-4, Auditor:
The competent body appointed by the organization to evaluate cloud services, information systems
operations, performance and security of cloud technology.

1-5. Infrastructure as aservice:
Referstoservicesbased on whichinfrastructure capabilities are provided to the user. The operatoronly
has control over operating systems, storage, and applications, and his scope of action may extend to

specific components of the network, such as the host's firewall.

1-6. Platform as aservice:
providinganexpandable environmentforthe user,based onwhich hecanusethe capabilities provided
by the service provider easily and without the need for cooperation with the existing tools. In this
service, the customeronly deploys his applications without beinginvolvedininfrastructure, resources,

operating system and many infrastructure services.

1-7. Software as aservice:
Refers to the category of services in which software capabilities and applications are provided to the

user.

1-8. Organizing therating and evaluation system:
In order to organize the rating and evaluation system and licensing companies providing cloud data
centerservicesinthe country,including governmental, private and non-governmental data centers, all
thelicensesrequired by these centers,includingtechnical,security, functionaland The passive defense

will be compiled in the form of an integrated certificate and will be provided by the organization by

determining the level according to the type of service.
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Figure 1: National Information Network Infrastructure Reference Model

Main Targets
(2028)

Current Potential
(2023)

e Share of digitaleconomyin
GDP: about 8.5 percent
e Value of the Core Digital

Economy: about 16 Billion $
e Market size of cloud computing
(including traditional data center,
CDN and cloud services): about
2Billion $

e Share of digitaleconomy in GDP: about
10.4%in 2025 and about 15%in 2028.

e Value of the Core Digital Economy: about 18.4
Billion $in 2025 and about 22.6 Billion $ in 2028.
e Market size of cloud computing (including
traditional data center, CDN and cloud services): about

2.9 Billion $in 2025 and about 4.7 Billion $ in 2028.

e The totalinvestments required during the 7°’th
development plan (including traditional data
centers, CDN and cloud services) is about 1.79
Billion $ (2024:226,2025: 293,2026: 412,
2027: 447 &2028: 418 Million $).

Figure 2: The main economic goals of IRAN for cloud computing development
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Introduction

Cloud computing is defined as a Paradigm for enabling network access to a scalable and elastic pool
of shareable physical or virtual resources (such as: networks, servers, storage space, applications and
services) with self-service provisioning and administration on-demand. Based on the standards defined for
cloud computing environments, services are provided to users by service providers. These servicesinclude
a wide range of genuine persons (e.g. software developers), executive bodies and the private sector. The
existence of advantages such as improved efficiency, scalability, mobility and strong security has made
cloud computing as an environment for the development of infrastructure, services and data to be noticed
by governments, institutions and public and private sector organizations.
Thisdocumentiswrittentodescribethestrategicplanfordevelopmentofcloud computinginIRANincluding
the necessary requirements to realize the goals of the national information network. This document, as
an upstream document, includes the vision and policies for development of cloud computing in Islamic
Republic of Iran and explains the major measures to create, develop and use cloud computing capacities
in the country, and explains the requirements and needs for realizing the goals of the National Information
Network in various fields.

This srategic plan is prepared in a 5-year horizon and in accordance with the 7th development plan of the
country. Itis based on upstream documents such as the 44th principle of the IRAN Constitution law, Iran's
twenty-year vision document in 1404, the strategic document of the Islamic Republic of Iran in cyberspace,
The requirements and considerations of the passive defense of data centers [1] and the approvals of the
Supreme Council of Cyberspace (especially the document explaining the requirements of the National
Information Network (approved 10/12/2016) [2] and the document of the master plan and architecture of
the NationalInformation Network (approved 2020/09/15) [3] as well as the study of strategicdocumentsand
comparative studies of other countries in the field of cloud computing. Among the mentioned documents,
the mostimportantdocumentthathasbeen emphasizedinthe preparation of thisdocumentisthe National
Information Network Architecture and Master Plan document whichwas approvedinthe 66th session of the
Supreme Council of Cyberspace dated 2020/09/15. The mentioned document divides the various layers of
the national information network into three horizontal sub-layers including (1) infrastructure (consisted
of communication infrastructure and information infrastructure), (2) services and (3) content. In order to
determinethedifferentaspects of theinfrastructure layer of the nationalinformation network, the national

information network infrastructure reference modelis presented in Figure 1. Also, the main economic goals

of IRAN for cloud computing development are shown in Figure 2.
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Message of the Minister
of Communicationand
Information Technology

Today, the role and importance of adopting a suitable approach for how to
provide and guarantee the information infrastructure requirements of the
country in an efficient, secure, reliable and integrated way using the cloud
computing model, is clear to everyone. In thisregard and in order to increase
the share of the digital economy in the national GDP, the development of
cloud computingis one of the most importantissues that has been given

special attention in the seventh development plan of the country. In this
program, the Ministry of Communications and Information Technology is
obliged to take action with the participation and investment of the non-
governmental sectorin providing the necessary infrastructure for the
development of the digital economy, including the communication and
information aspects of the cloud sector and storage and fast processing so
thatwe have presence and competition in the domestic and international
markets. Also, in this bill, the executive bodies of the country of Iran are
obliged to compile a plan for the transformation and development of the
digital economy of their sector and identify propellant or driver projects
onthe cloud platform by the end of the first year of this program. Also, in
the direction of smartening and realization of e-government, government
ministries and institutions are required to connect their main and back up
datacenters to the integrated cloud infrastructure of the smart government.
Therefore, the Communication and Information Technology Research
Institute (Iran Telecommunication Research Center), as a research arm of
the Ministry of Communication and Information Technology, has compiled
and published the present document entitled "Strategic Document for the
Development of Cloud Computing of the Islamic Republic of Iran" as one

of the outputs of the "Research and Development of Reference Plan of the

information infrastructure of the National Information Network " project.

Minister of Communications and Information Technology (

IsaZarepour
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Based onrelated upstream documentsincluding
Master plan and architecture of the nationalinformation network
(Approved 2020-Sep-15)
and
NationalInformation Network Requirements Document

(Approved 2016-Dec-10)
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